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Get Out Of The Technology Hex
Dear Managers (and anyone else without a desk in the IT dept):

Having worked with computers for about 25 years, I know well what the geeks
are talking about. And having spent the last 10 years writing and consulting for
diverse businesses, ['ve learned to understand what you business folks are
talking about too. So I find myself in the natural (and, yes, self-appointed)
position as International Interpreter for Geek-to-Suit communication.

Seriously though, there is often awide gap in understanding between the folks in
IT and the folks at the top of the organizational food chain, and I make it a point
of constantly tryingto bridge that gap. Here, I'd like to help you, whether you are
avice-president, manager or supervisor understand what your technology team
isreally talking about. Inturn, youwill make better purchasing and budget
allocation decisions, as some problems impact the business more seriously, and
others more immediately. And don’t worry, we're going to use a broad brush here,
and not get too technical. (Those technical folks in the audience who are
auditing this manifesto, be patient where analogies don’t precisely match the
underlying issues; [ ask you to trust the interpreter.)

The six seétions below are areas where your systems may be encountering
problems. For each sec¢tion heading, [ will make a clear, and hopefully
memorable, analogy, and then, in parentheses, include the technical
description of that problem.
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Disks Form a Single Lane Freeway
The Geek Speak: Disk 1/O Subsystem problems

The Technology Breakdown: On a PC that sits on your desk or at home, there is normally a
— single harddrive which stores things while the computer is turned off. When the system is
booted, or a program is started, programs and data are loaded off that storage media into
memory. In server computing environments much the same thing happens, albeit there are
many more parts. It is often referred to as a storage subsystem because it may be composed
of a stack of harddrives all managed together in one cabinet, and interfaced together in what
is called a RAID.

The Goal: Keep in mind that you want to keep the traffic flowing in both directions of your
highway, and you want to keep the car crashes down. Of course you also want to get the best
performance especially if you invested a lot on that expensive and fast car. Above all avoid
the single lane freeway and its attendant accidents.

The Problem: Disks, Disk Subsystems, or 1/O Subsytems are basically the same thing. Why
should you be concerned about this as a manager, you ask? Well, how these are configured
(ie what RAID level) can dramatically impact the performance and reliability of your SAN
(Storage Area Network), effectively giving you a one-lane highway in one direction (while
writing to disk) while giving you a 5 lane highway in the other direction. What’s more, some
configurations are more prone to crashing, and loss of a harddrive (crashing, and loss of a
lane in our car analogy) than others.

The Solution: If your developers and system administrators are saying what they have is
incorrect, this may be because the particular server in question has a controller card which
does not support the proper RAID type. In that case, new hardware would solve your
problem. External SAN/NAS solutions such as EMC or NetApp normally support all the
various RAID types in whatever configuration and combinations you want.
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Our Network Is a Party Line
The Geek Speak: Network + Database Security

The Technology Breakdown: In the technology world, much more of our communications are
like a party line, or a postcard that you send through the mail, then you might imagine. If you
have a dedicated networking team, who manages the firewall, and keeps patches up to date,
you still may have to be concerned about wireless access to your network. Believe it or not
even encrypted WiFi connections can be breached within 10 to 15 minutes with the right
tools. You have no WiFi you say? You only use a VPN to allow folks on the road to connect?
Well, there can be vulnerabilities in all of that software, ones that can allow a hacker to
breach the network, and steal valuable data.

The Goal: Some of us may recall back in the old days when you might have a party line
running into your home for telephone calls. When you picked up the telephone you might
hear your next door neighbor on the telephone. You would have to politely (or not so politely)
ask them when they would be finished so you could make your call. Beyond the
inconvenience, the privacy concerns are obvious.

The Problem: But even if you have all that covered, what about your database itself, the pot
of gold hidden inside your network, and closely guarded. Is it? How safe is it from insiders?
Perhaps someone in the office wants to know the salaries of key people, or perhaps read an
email or document about a potential merger or aquisition that may impact them. There are
many reasons you may want part or all of your database to be protected, even from certain
internal folks.

The Solution: Ask your IT department to audit all of this. Find out if the database has strong
passwords, if data sent over the network is encrypted, and what if anything would or could
be compromised, and how.
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- Trouble at the Interchange
) The Geek Speak: Middle-tier Problems

S
\ ) The Technology Breakdown: Internet websites such as Amazon, Ebay, or your favorite bank
' as well as intranet applications (web-based apps running in-house only) all use a three-tier
architecture today. In simple terms the browser (Firefox, Internet Explorer, or Safari)
running on your desktop or laptop is the client. The middle tier is the webserver and/or
application server such as Apache, JBoss, Websphere, and so on. The backend piece is
your database itself.

The Goal: You want your website to be responsive, as though it is serving each user alone.
You want your systems to all respond as though it’s a quiet Sunday afternoon.

The Problem: If your website or systems are sluggish it could very well point to problems in
the middle tier or at the interchange. If cars aren’t getting off at the right exit, you have
problems that manifest in the overall speed of your site.

The Solution: These servers can often be replicated quite easily, and in fact that is what many
companies like your favorite online bank or bookstore do. They also add lots of memory, and
fast harddrives for reading the data and returning it back to you. All of these middle tier
servers send their database requests to the same database on the backend.

If you’re just starting to provision new servers for a project, and haven’t decided on platform
(Windows, Linux, Solaris etc), memory, cpu and so on, be sure to run performance tests first.
If you’re choosing between Windows and Linux you’ll want to consider your IT expertise, but
also seriously consider the performance and stability you can expect on each platform.
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Alphabet Soup Tuning
/ The Geek Speak: SQL Query Optimization

— -rt The Technology Breakdown: Here’s some help. It is difficult to find a page in a book without
an index to what you’re searching for. It would be difficult to find an address on Fifth Avenue
if you don’t know what street it is near. That’s going to take you a long time. What’s more if
someone comes later looking for the same or similar addresses you’ll have a hard time
writing them down because you passed so many on your way up Fifth Avenue. This is exactly
what happens in a database when an index is missing. Or when a developer asks the
database for all the addresses in New York City, when they only wanted the first one, or one
with the last name Smith.

The Problem: Your developer, database administrator, or consultant just came up to you and
told you that you are experiencing serious problems because of bad SQL. What to do? Sounds
like something the doctor prescribed, and maybe you’re feeling like you’ll need to call one by
the end of it.

The Goal: Essentially your queries (SQL) are the key to these types of messes, and the key to
cleaning them up as well. Since your database is executing hundreds of requests from various
middle-tier servers, you want it to return quickly, and efficiently only exactly what is
necessary, and cache it for related queries in the future.

The Solution: This is a very common issue in tuning applications, and database problems.
It is also one that often doesn’t show up in development, when you only have a couple of
streets worth of addresses instead of the whole island of Manhattan! Keep a good eye on
your application SQL and you will continue to enjoy good performance.
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r_; We've Got A Leaning Tower of Pisa
_— The Geek Speak: Architectural Problems

The Technology Breakdown: When you’ve built a complex software system, sometimes
problems and issues aren’t related to small fixes, those potholes in the road. Sometimes
issues are serious structural or architectural problems, which could not have been anticipated
when the system was built. Such a leaning tower can threaten to collapse, if you continue to
patch, and provide short term fixes.

The Goal: You don’t want your business to be relying on a leaning tower of pisa, for obvious
reasons. Where will you be tomorrow if your application cannot scale, and stand the tests
of time.

The Problem: Malcolm Gladwell, in his book The Tipping Point used this aphorism: “People
don’t change when you tell them there is a better option. They change when they conclude
that they have no other option.” This is especially true in the software business.

The Solution: A system-wide assessment might be a good place to start. This should
definitely be by someone outside the organization who can provide you with feedback with-
out threatening his or her own position. Such an assessment can be like getting a second
opinion from another doctor. It can also identify serious bottlenecks possibly caused by
platform decisions which though structural, can be remedied easier than rebuilding the
tower. It may be that such an assessment points to the need for a complete rewrite of the
application, possibly porting it to another platform which is more scalable. All of these
conclusions though perhaps difficult to hear, are what you want to know as they are important
for strategic decisions going forward. You may hold back a launch, or upgrade to a new
version until you’ve fixed the fundamental flaws.
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Have We Done A Firedrill?

The Geek Speak: Disaster Recovery, Backups etc

The Technology Breakdown: A firedrill, much like the ones we all remember from elementary
school, take an organization through EVERY STEP to recover the database, middle-tiers, and
any other relevant systems from backups onto freshly setup servers. If you don’t have enough
beefy systems in-house to spare for such a firedrill, there are hosting services which can
lease you usage of such servers on a short-term basis.

The Goal: Disaster recovery has been on everyone’s mind since the September 11th tragedy,
and even more so following hurricanes Katrina and Rita. If your organization hasn’t run a
firedrill, how can you be confident that you’re in good shape? The answer is you can’t.

The Problem: In the event of a disaster, whether caused by a power outage, hardware failure,
or real-world act of god, you want to be prepared that your business will keep running
afterwards.

The Solution: In the process of this firedrill, you will learn some very important lessons.

First, you’ll learn if you have all the pieces in place, or if you have to patch some things from
the production systems to get it right. That tells you if your backup is complete. Second, you
will learn how long the process takes, and in running through it you document the process so
you guarentee it’ll be faster in a real emergency. Third and finally, you will gain peace of
mind because you can identify and fix the gaps before the impossible happens.
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ABOUT THE AUTHOR
prn : Sean Hull is founder and senior consultant at Heavyweight Internet Group in New York. He has

worked as a database consultant and expert for ten years, in areas of Oracle, Unix & Open Source
integration. He is the author of Oracle and Open Source on O’Reilly & Associates, as well as various
Open Source database tools, scripts, and applications. He is actively involved with and has
presented at New York Oracle Users Group, part of IOUG. He has also written articles for various
online and print publications such as Oracle Technology Network, and is a regular contributor to

5 T : the Oracle-L international Oracle email list, and other online forums. He resides in Manhattan,

) ; where he enjoys the yellow cabs, tall buildings, and never taking a timeout. He can be reached at
%\' : shull@iheavy.com.
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WHAT YOU CAN DO

You are given the unlimited right to print this manifesto and to distribute it electronically (via email,
your website, or any other means). You can print out pages and put them in your favorite coffee
shop’s windows or your doctor’s waiting room. You can transcribe the author’s words onto the
sidewalk, or you can hand out copies to everyone you meet. You may not alter this manifesto in any
way, though, and you may not charge for it.

NAVIGATION & USER TIPS
Move around this manifesto by using your keyboard arrow keys or click on the right arrow (=) for
the next page and the left arrow ( ¢ ). To send this by email, just click on. @

HAVING PROBLEMS SAVING TO DISK?

First, make sure you have the latest version of Acrobat Reader 6 which you can download from
http://www.adobe.com/products/acrobat/readstep2.html. If problems persist, it may be due to your
Acrobat Reader settings. To correct the problem (for Windows), a reader, J. Hansen, suggests going
to your Acrobat Reader Preferences > Options > Web browser Options. Check the “Display PDF in
Browser” option. Then click on Save to Disk.

KEYBOARD SHORTCUTS PC MAC
Zoom in (Larger view) [ctl] [+] [#]1[+]
Zoom out [ctl] [-] [#1[-1
Full screen/Normal screen view [ctl] [L] [#1 L]
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info
BORN ON DATE
This document was created on October 5, 2006 and is based on the best information available at

that time. To check for updates, please click here to visit http://www.changethis.com/27.04TechHex.

SOME RIGHTS RESERVED

creative COPYRIGHT INFO
@commons The copyright in this work belongs to the author, who is solely responsible for the content.

This work is licensed under the Creative Commons Attribution-NonCommercial-NoDerivs License.
To view a copy of this license, visit http://creativecommons.org/licenses/by-nc-nd/2.0/ or send a
letter to Creative Commons, 559 Nathan Abbott Way, Stanford, California 94305, USA.

Cover image from http://www.sxc.hu/

ABOUT CHANGETHIS

ChangeThis is a vehicle, not a publisher. We make it easy for big ideas to spread. While the authors
we work with are responsible for their own work, they don’t necessarily agree with everything
available in ChangeThis format. But you knew that already.

ChangeThis is supported by the love and tender care of 800-CEO-READ. Visit us at our main site
www.800ceoread.com or at our daily blog http://800ceoread.com/blog/.
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